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ABSTRACT

There has been increasing interest from NIST and other companies in studying post-quantum cryptography in order to
resist against quantum computers. Multivariate polynomial based, code based, lattice based, hash based digital signature, and
isogeny based cryptosystems are one of the main categories in post quantum cryptography. Among these categories, isogeny
based cryptosystem is known to have shortest key length. In this paper, we implemented Supersingular Isogeny
Diffie-Hellman (SIDH) protocol efficiently on low-end mobile device. Considering the device’s specification, we select
supersingular curve on 523 bit prime field, and generate efficient isogeny computation tree. Our implementation of SIDH
module is targeted for 32bit environment.
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Eo] ofo]4AlY Diffie-Hellman®] 78 % =nld Rl z|Fol|xe &

¥t ZA5FElE ]88 Shore] el o3
g FAEe] thEAAZE <l sAEtE Aol
deiz] glem 304 ool At RAFEIS F Ul
Aol == 9le & A z f1¥el diulslek
g F ool AZ|=la gt} (15).

A A RE E7] o Al Al 7|6kt
o] obdAS wAslE oF daE|ES AA o
3 daE|Folet FEed A duxl o= s
t}atal-71uk(multivariate  polynomial-based),

HF5-7]9H code-based), Az-718k(lattice
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Agdn SN T ATEBE T M FE T
Zolg 744 gle] FEuka giet.
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FEo}
B ool 2AUE AMSE g daE e
A. Stolbulnov (16]ell 93] AH-Fo2 Alk= |5t
FA Ak dub A olo|aAYE AR
uho] mlagAe]|glaL A duejFoR A A
7kl S| A= = wde] glol AEstElA] It (4).
a2 201499 De Feo, Jaogt Platel <3l
AkEl 25o] el AFA ofo| A FEAo 79kl
A2 7] 23 Z2EZQ 2Fo] olo]iAY
Diffie-Hellman (SIDH Supersingular
Isogeny Diffie-Hellman) = ®E&%ql <dite] 7}
T8ta AR Fol FES skt (7). 20169
Costello®} Reza %ol 23] &84 73 vpgEo]
A=A SIDHe| wigt A 8 Fdisdx
I & AARER el A=A (1,5,6).
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B3 Ak HELS A" "4l (point
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ofo]l AUl A% ¢ AFE #ker(p) o} A2
A x| gk},

(
(



A B 153 =A] (2018, 2) 75

B34 EellA] AolEe RE 0} [Eax 1SR
(kernel) E9 & FiTold deoz po #3
i F FAAE o o] Veéludl Aol
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). w3k 25o] ofo]iAlY TX%H 7% Biasse,
Jao2} Sankard °Llﬂ ol 43l EAlw
O(g/%) <ol &2 7153kt (2). UJrEW ZE5o] olo]
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R FE LF A HPES bl
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IV. SIDH

o] AellM= Z250] ofo]iAlY EAE o] 83 7]
a3 Z2EZl SIDHel W& Avige} Z=Ez
o] Zdsl= F /NAE Alice®t BoboZ At =
2ego] 54L& Alice®t Bobe] shdlshA| ¢k Ad
5 E3te] wEIIE FRdhke Aol

4.1 ZHQl mi2iojE 4

et 2 Selrless A4 BE A8AE

o] AH¢E = =T AR

O Ly, lpe A2 AFERA AT Ly (pE TP
ofolaAls EEH R A S gxE Al
QE}‘ Z}‘O:]—,— €4, €g, f\.. p= Z€4€ Iff+17]_
7t HEE Adgit o] wW £, (e vl
2715 JHEE AdsEled 2 =717 191719
Zo)7} e},

o 27| BIFAl B IFZ/‘OPOHH HolE= 94t #
B(K) = (007’ 250] edFAe]e}. 2]

2)7F Slel B(F L) elA

v 53} o3 (non- degenerate pamng)a
AR 5= 9lt)

o0 <P,Q, = El}] ¢ <PpQy= El)]E W
e AMA Pst Q. Pyt QpF Wt

W EW] El)) < BE(R

Y

4.2 7|14 44

o Alicex ¥ & 0<my, n,< éif% Al s}

I, T <myPy+n,Q, > 2R s o}

G 6% I8l B =g,
=B/ <mPy+n,Q >, 0,(Pg), ¢,(Qp)E
AlAkgle,

o Bob< 199 W 0 <my, nB<£BE A el s)
I, 3 <mpPptngQp,>F Y02 3= o}
e bp= o]-g-3}o] Ep=¢p(E)
=B/ <mpPrt+npQp>, ¢5(Py). ¢5(Q)%E
AlAkghet,

4.3 7| n&

Alicex E,, ¢,(Py), ¢A(QB)% Bobell Al ®u]
3 Ep ¢p(Py), ¢5(Q4)F BoblomAE e
Alice® 7)1z (WLAJLA)T:I o]-g-3}]

i =04 Ep) = Ep/ <m 6pPy) +n,0pQ,) >%
Axtstal j-EweF j(Ey,) Z5E vY 3H71E A
Abghel
o Bobd Ey ¢5(P,), ¢,(Q)E Aliced7l By

I By, ¢4(Py), ¢,(Qp) % Alice2ZHE W=

t}. Bob ATl (mpng)E  olE3le

By =¢p(E) = Ey <mppyPp)+npdyQp) >
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Costello 52 2016 SIDH RES 840"
THshe o daElEE sk (6] E =
ol H4sh= SIDH 2E2 Costello®] 7|HE
of wel & HuR o] Hox o ofo|rjeEe] T
s 7heks) gt

5.1 2102 3M (Montgomery curve) {EH
M2 4 (Montgomery curve)d e
2 Ao Al A4k Aol pFERkS o]t Farv|
2] Althe] (Montgomery ladder)E o] &3te] 3§
A F&o] 7lssAl gk fghAl F. 2ol A Ao =

= a2 A& 2]
E.: b= +az’+zx | a,bEF o7 Foxy
, , 256(a” —3)°
2 e j(5,,) - 2N op g 2
2 —
o] AxtErt. A a7t 22 7 FadE] AL A
2 H5d 34 (twisted curve)ol =2 j(H,,)e]

A bl EFHA] dethe AL FAd 4 ,‘}r/}_
=g FadE] ARz 9 gekA (Kummer
variety) E,,/ <t1>=P" 42| cdite]mz A4
o A m=g bl oESHA B & 5 olvh et
A ote| 2AY AR bERE FPAoH oL &
A S T2

-—

5.2 mzaioje ME, FEkA| St

SIDH stetvle] A=lel olel A5 04, ey, L5
ep. [ & As= 2 7] 284 OFXWOH
plRek &, 0,9 0 e HES
A Ato} eto]aAY AAES goldlA dha e, of

TAE ol W A8
oy E& S T & A9 ool
Yz AxRith w3 ¢, =2, (,=322 Addshd p

= =93 O:l 6]:

7b 2737 fa1 B A o 8ste] AEAHQ %
gl 7k (Montgomery reduction)s &g
& k. R=2"p =—p 'modp 2 & df, <Y

a<pRel dsle] Fadle] JodA (Montgomery
residue)

c=aR 'modp =
c=(a+(ap mod2™®) - T

p)/2" gk o] el

ek &g p=2-37.fE19dE olgsk

c= (a+(ap,mod2768) . 2372, 3239—(<1p,mod2768))/2768

:(a—l-(ap, mod2768) 2372, 3239 9} zro] AAkE 4=
ole}. wdt p — 1 3= =2 el A 39
119=, 649 E f]=2 vepd 79 319 59 =7} 0
9lS o] &3l F&HoR oJAkE & glr)

ofol A Alike] F2b TAISelA BdAde] o
SHo2 $HAS Wakshun £84 ikl 7}
*ﬂﬂ%%d%ﬂﬂﬁﬁiﬁ%%*t%ﬁk
woel sfebulele] 2718 43
T Ao FRAde] FA F )y ="t R
(2, V22 +2),
Py=(w, Vv’ +w) °] F-fe|dEe] Hx% sla
Q3 Q= FER AME  (distortion map)

£ o Qo =T<PA>

mfelch Bestel 2
= l 23 et

Adslgt AAHE P,=

=8
|
A
Q/
o8
M
N o
X
>~
m‘i‘i

TR e i R 4

5.3 AIHEEA (Projective coordinate) xHEY

AGRIAT o4 A4S FA WA

Ey.p.c)r BYZ'= CX°+ AX*Z+ CXZ" ¢} 7o) &

T L, °] G j-EAEEe
256(A42—3C%3

(B = s} zro] AavElet Apel

SN VeI g

ARk 414 2 E’(A',g) :
BYZ=C X+ A X Z+C X7°%t A< A
z(¢(Q)) 2] ARteZ o] FoixIr}
3°-oto] AU = AEE = 3-oe|RAUE o] &
of AR 3-otelaAldel og FAdel A
(A':C)=(Z+18X;Z)— 21X, : AX, Z) 9k 7o)
Axket ¢ oda o AREERS 6M+25+5a0]th.
A9l AL (X" 2")= (X(X,X— Z2)*:
A Z X~ X,2)°) 9% o] AT 4 glar 1 AxkES

-
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6M+25+2a0)th. A7 M, S, ax 27§38l
A FA AF, G4 Qe 3145 e

2°-obo| AU dgEE 4-oto|aAUE o]
sle] AAbglct, 4-olo] Al FAle] AL £ o
H%Mﬂl I o]fE olo]aAY HE F FavE ¥
*‘01 mx] -71 HH%%]E} 017A% (T)ollA A<k

(xX':2")=
=((X+2*aXZ+ X+ 7)) :(2—a) XA X~ 2)?)

o] W (X' :V)& Axsled 223k Adatgke 74
ZF AMA+2S+9a°]T}.
o S E cheat o] anbdael FAg

Atgstel s-ofo] A 5 A,
(4 :c’)= (2(2Xffo): Zf) :
(X' :2")=

=(X(2X,2,7— X(X}+ Z2)) (X, X— Z,2)*:

s 22X, 2, X— A X+ ZD))(Z,X— X,2)?)

ol Wl (A :C)ek (X:V)E Axtsl= | B8
g QAakeRe 242 55+ T7a9t 9M+ 15+ 6ao]th

5.4 OlO|AMIL| A Fzt

ZEo] el dFA E A A £9]] olol ALY ¢
=0 AAHE R=mP+nQ3 A Q=B rﬂ‘}o#
ZNeH o ohgat o] At £ Qv R =
Q=Q. B =E=% ¥3 37 <[ 'R, >%& 6%‘
02 e A L] oleliAlY ¢, A4kt

E = E, R I=¢1(R0), @) ::¢1(Qo)€E]% T
gl 2 o =12, e0l HiEk] AR E
AollA w8 <[R>S o7 JAE A

? 09l olel2AY g5 A E=¢.E |,

= ¢, (R, 1), Q=0¢,(Q_,) €EE= Fd Wt
H 5‘4’?.‘4 d(E)S ¢p(Q)E dErt 1A A%
He A HQ]' ofo] &AL At HAHE efo] AZF2
2 " EE 29 o) (7). gk oz 9
A Qg 71EA el W 7 289l Whe] of

e Akl AAR] S ool Ay A4l v]E-2] H]
& st A ERE HZ 3 & 4 9lrl o)A
% #HAA2E (optimal strategy)elzl 2}, A
e woel siejrle]e} Zo] ARl AlAlEl= A

ol BE FP5e 4$E A%} shel oin,
oVAE shiel ) e 4 sl A
e (15)el veht 3l

VI. ZHHY HOHHIZ0 HE At

& AoAs 5-oA] =3 7IEel o A3t
%l SIDH EES =W ®ukd has} wet A%
sAlgt Avs 7)Edet. A4 A AES NAR
E_H}?J_ =& £°P =zz2a# JFd¥ (nFilter)olt}.
dge= 7] JHRekE fg M 7l s Ve
3 B 715 E N gledl eRiEA
Diffie-Hellman (ECDH) 7] 8 Z2&ZS 2}
g3t 9lo] F27F fAkeE SIDH=ZS] wA|7F o]
slch. 9e] dFEl= ECDH 7] 28 ZgeZ3)
4 dA7] 5 dae]Ee SEEDE 3dle|BEl=
WAlo g Abgstar olvh elEE o] AME= el
A slElvlgle NIST FIPS PUB 186-2 A%
B-233/K-233% Ah&sta gleh ok 23 <ldE
o] ztE 9 otE 3 B4 whAS el glc)
Adele] stast Al AAE v 2

* § B
[ user |

Excute virtual key-pad —»

&—H

Request server's
public key

Send server's

public key
Initialize nFilter
“t

< — Display virtual key-pad —

Input data >
Encrypt data

Send encrypted data—»

Decrypt encrypted data
-

Fig. 1. cryptographic communication session of nFilter

(1) ZefelddE: 77|19 = sy
171/ EM71% A
ARE N7 AvlelAl A
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2) AHl: A7/ EN1E A
Ael 1719 FefolddE
W71 2 BT fre
ARE NS FRtold A A
3) ZEleldE: ZefoldE Jel7Ieh An
71258 vE7| F=
R EEEEE I DEIEE
dlo[el & HIH7]| 2 §t53}s}o]
Alufell Al A
4) A—]H{ ag}o]oJEiTH 4218 Qs 8
H[H7)E o838t H5sh:

SIDH7F A== 7k (1)-(3) Fztelet. al
el e Ffd HE7] RS o83t 7
91 Wiz g qtssks pestunw 7] wghe] b
L AREAE QlEf sl vt g whebA mubel o
L7l A 9] 7] g e Al Ao HA] o
e vl w3 dgE AuE FRe wa
ARgARe 7] wgkE ol st o eyt

ol e Fas)

A

=
KN

T
o)
=

27] wEel Aol 7] w2
.
6.1 Mg mal0|g
Aol 71 Hish o] 25| oAl A
Al A %Aﬂﬂ HAE} Ol el ez
e 112015 7o) nekg waoein
1281 E o]l HA A=alel & Aelet,
27] $laAE 250] ofol Al
%744 4wk Ol e
HlE ool 7| sl sl

= = ﬂ-l_u
r°"

™
o)
By

oz
Fiﬁm
[op]

2
2 =
B J‘a T
—D‘ F_,_4 01_4

O He o B o =
oS

£ B A AVl S kel As
1A

& HEHOoR 45 pE 523HE &R AlEsg]
Aake] w7t He Y= Z7|E 328 ER Zﬂ?}f} 314
t}.

a2 Costello 59 Wz WAL AT FA
A3 3 ‘H‘f‘]ﬁ}‘ﬁ 649 E $=5 ARS-3RaL gl

&g p Thest o] Aldshalet
p=2%4. 3163 _1—
1748571415690406310458129590209981560327

1551028000317175793233783028176625560480
3160478860547723523011171889837112868899
32743750661121427224223633112702124031

27] SIS vkt Rte] Aeahelet.
E: Y :x3 +o: #E(sz) — (2264 . 3163)2

ool Al g A4ka}r] $3 HAe] Aeke o83

2o At

Alice®] A= : £,=100,1. 1,2, 2,2 3, 4
4,4, 4,5 5 6,7 8 8 8 8, 8 9, 10 9,
12, 11, 11, 12, 12, 13, 14, 15, 16, 16, 16,
16, 16, 17, 17, 17, 17, 17, 19, 19, 17, 18,
19, 20, 21, 22, 21, 23, 22, 24, 24, 25, 25
27, 27, 27, 28, 30, 30, 31, 32, 32, 33, 33
33, 33, 32, 33, 33, 33, 33, 33, 33, 33, 33
36, 34, 35, 34, 35, 38, 37, 38, 38, 39, 38,
41, 39, 43, 38, 41, 42, 43, 43, 40, 41, 42,
43, 44, 45, 46, 47, 48, 49, 50, 48, 49, 53
51, 51, 51, 53, 55, 56, 55, 56, 58, 58, 58,
59, 61, 61, 63, 63, 64, 64, 64, 65 ]

Bob® A= Lp,=(0,1,1,2, 2, 2,3 3
4,4, 4,5 5,5 6,7 8 8,8 8 9,9 9,9,
9,12, 12, 12, 12, 12, 12, 12, 13, 14, 14, 15,
16, 16, 16, 16, 17, 16, 19, 17, 19, 19, 19,
20, 21, 22, 22, 22, 22, 22, 22, 22, 24, 22,
22, 24, 24, 26, 27, 27, 28, 28, 28, 30, 28,
28, 28, 29, 28, 28, 28, 29, 29, 30, 33, 33
33, 33, 34, 35, 37, 37, 37, 38, 38, 38, 37
38, 38, 38, 38, 38, 39, 38, 44, 43, 44, 39,
40, 41, 43, 43, 43, 45, 46, 46, 46, 47, 48,
48, 49, 49, 50, 51, 51, 49, 49, 50, 51, 50,
51, 50, 50, 51, 50, 51, 51, 51, 53, 55, 55,
55, 56, 56, 56, 56, 56, 57, 58, 61, 61, 61
63, 63, 63, 64, 65, 66, 65, 66, 66, 66, 65
66, 66, 66, 66, 66, 68 )
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- 328 374 Galaxy note 2 / Android
4.4.2 Kitkat / 1.6GHz Exynos 4412 Quad
Core / 2GB RAM.

- 64u]E 374 Galaxy note 5 / Android
6.0.1 Marshmallow / 2.1GHz, 1.5GHz
64bit Exynos 7420 Octa Core / 4GB
RAM.

- A% AW : PC / Ubuntu 14.04.1 / 2.2Ghz
AMD Turion(tm) II Neo N54L / 2GB
RAM.

Table 1. Execution time of key generation and
key exchange in mobile and server.

Key Gen Key Exchange
Mobile
(32 bit) 2632 ms 1074 ms
Mobile
(64 bit) 671 ms 276 ms
Server 800 ms 338 ms
o2 ol whr|el Awelx] =2 A3
A7} S el gl

Character KeyPad

112|3(4@S@6|7|8(9(0

Fig. 2. Interface of mobile application
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Fig. 3. Verification of the decrypted messege
from server

Fig. 4. Server Log



A H 10 553

=4 (2018. 2) 81

73l thrlgh oFA
due]Ee] AT 7H”a‘°l iba] o] Fol|aL
ol 71edl Z9lollAlE PQ Solutions Limited®]
PQ-chatel Z=7]4ke] McEliece 43 dxe]|&,
T4 Canaryell Azt otz dae|&al
New HopeZt §A1¥= 5 b 435 Bola gl
t}. E =t SIDH 2ES 324|E muld
Aol BxE Fstay S Hx=2 A4S F§ Bt
AFol Hgste]l 1 84S Bk FEHEE
Ao Bebkmel wnld 24378 wefsie] 523
HIE &5 §8HA Aolx] A= 25 ed3A4
S Adgstglon el #HA3E olo]iAY A A
2 285 A3l

r&‘i'

References
(1) R. Azarderakhsh, D. Jao, K. Kalach,
and C. Leonardi, "Key compression for
isogeny-based cryptosystems,” Procee-
dings of the 3rd ACM International
Workshop, pp.1-10, 2016
J. Biasse, D. Jao, and A. Sankar, A
quantum algorithm for computing iso-
genies between supersingular elliptic
curves,” INDOCRYPT 2014, pp.
428-442, 2014
R. Broker, “Constructing supersingular
elliptic curves,” J. Comb.
Theory, pp. 269-273, 2009
A. Childs, D. Jao, and V. Soukharev,

“Constructing elliptic curves isogenies

Number

in quantum subexponential time."

Journal of Mathematical Cryptology,

vol. 8, no. 1, pp. 1-29, 2014

C. Costello, D. Jao, P. Longa, M.

Naehrig, J. Renes, and D. Urbanik,

“Efficient compression of SIDH public

keys,” EUROCRYPT 2017, pp. 679-706,
2017

(6) C. Costello, P.
Naehrig,

persingular

Longa, and M.
“Efficient algorithms for su-
isogeny Diffie-Hellman,”

(7]

CRYPTO 2016, pp. 572-601, 2016

L. De Feo, D. Jao, and J. Plut,
“Towards quantum-resistant cryptosys-
tems from supersingular elliptic curves

isogenies,” PQCrypto 2011, pp. 19-34,
2011
C. Delfs and S. D. Galbraith,

“Computing isogenies between super-
singular elliptic curves over Fp,” Des.
Codes Cryptography, vol. 78, no.2, pp.
425-440, 2016

S. Galbraith, “Constructing isogenies

between elliptic curves over (finite
fields,” LMS Journal of Computation
and Mathematics, vol. 2, pp. 118-138,
1999

S. D. Galbraith, C. Petit, and B.
Shani, Y. Bo Ti, "On the security of

supersingular isogeny cryptosystems,”
ASTACRYPT 2016, pp. 63-91, 2016

S. Galbraith, C. Petit, and J. Silva,
“Signature schemes based on super-

singular isogeny problems,” eprint,
2016
A. Gelin, and B. Wesolowski, ‘Loop-

abort faults on supersingular isogeny
cryptosystems,” PQCrypto 2017, pp.
93-106, 2017

A. Stolbunov, “Constructing public-key
cryptographic schemes based on class
group action on a set of isogenous el-
liptic curves,” Adv. Math. Commun.,
vol. 4, no. 2, pp. 215-235, 2010

T. Seiichiro, “Claw finding algorithms
using gquantum walk,”
Computer Science,
pp. 5285-5297, 2009
P. Shor,

for prime factorization and discrete

Theoretical
vol. 410, no. 50,
“Polynomial-time algorithms

logarithms on a quantum computer,”
SIAM J. Comput.,
1484 - 1509, 1997

A. Stolbunov, “Constructing public-key
cryptographic schemes based on class

vol. 26, no. 5, pp.



82

ZEo] ofo]2AY Diffie-Hellman®] 73 2 muld nal AlFex] &

(17]

group action on a set of isogenous el-
liptic curves,” Adv. in Math. of Comm,
vol. 4, no. 2, pp. 251-235, 2010

J. Vélu, "Tsogénies entre courbes ellip-
tiques,” C.R. Acad. Sc. Paris, Série A.,
vol. 273, pp. 238-241, 1971

(18) Yan Bo Ti, “Fault attack on super-

singular isogeny cryptosystems,”
PQCrypto 2017, pp. 107-122, 2017

(19) Y. Yoo, R. Azarderakhsh, A. Jalali, D.

Jao, and V. Soukharev, “A post-quan-
tum digital signature scheme based on
supersingular isogenies.” International
Conference on Financial Cryptography
and Data Security, pp. 163-181, 2017



A B 153 =A] (2018, 2)

(M X274

+ 71 & (Kisoon Yoon) 3¢

19984 8Y: A3|gtw gt} o] A}

20079 8Y: meltistw AW R Fe} FEkA A}
20134 11¥: Université de Caen <383} o]3htx}
20139 119 ~38A]: dlo|xdlo]xx] F37]|<E €A
(TRl A2 3 HRHED

o] & < (Jun Yeong Lee) A3

20084 2¥: WA AFE Lz E ST} FEhAl
2017 29 AFAbel g n AR K g8t} b al
20084 3Y~dA]: e soo]xH otirsE BYPATY
(FA Rl 378 ARRE EZAq

7 % 2] (Suhri Kim) A3

20143 294 westy =33} A}

2016 29 weivheta A usoEry AA)

20164 29 ~8A: wedste AR R soshe] wkabaA]
(FAlEoh) A 34, 7] FaA 2

A A ¥ (Jihoon Kwon) A3

20104 2¥: zEdgn szt A}

20104 3¢ ~dA: st HEHE Skl ek} SaA
(FA oy ARRS F7] sA~H

1k o & (Young-Ho Park) F413]¢

1990 29: wefdistal =8tz o] At

19934 24: et 87} o] gAAL

19974 24 et 8 o) ghabal

20029 2 ~3A: AlEA ol w AHHH Ty W

(FAEol) FN7] $t3, 3 Z2ed HaAd 34, d3ekdAdEs








<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 1200
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


